
A PayPal text message phishing campaign is underway 

that attempts to steal your account credentials and 

other sensitive information that can be used for identity 

theft.

If you log in on the phishing page, the entered PayPal 

credentials will be sent to the threat actors. The phishing 

page then goes a step further as it will try to collect 

further details from you, including your name, date of 

birth, address, bank details, and more.

THREAT ADVICE

Created: 05/01/2021

Source: 
https://www.bleepingcomp
uter.com/news/security/be
ware-paypal-phishing-
texts-state-your-account-
is-limited/

If you have been a victim of fraud or 
cyber crime, report it to Action Fraud

Beware: PayPal phishing texts 

state your account is 'limited'

Always log into your account via tried and tested 

methods.  If you received this text and mistakenly logged 

into your PayPal account or provided other information, 

you should immediately go to Paypal.com and change 

your password.

If you use that same password at other sites, change 

them there as well.

More advice and guidance can be found at 

www.ncsc.gov.uk
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