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Protecting businesses and communities in
the North East from common cyber attacks ,

g o Google Forms Abused to
Phish Credentials

THREAT ADVICE
More than 200 Google Forms impersonate top brands - 1. Make it difficult for attackers to reach users.
iﬂClUding Microsoft OﬂeDrive, Office 365, and Wells 2. He|p users |den'|'|fy and repor‘]‘ Suspecfed ph|sh|ng
Fargo - to steal victims' credentials. emails.

3. Protect your organisation from the effects of

Researchers are warning of phishing attacks that undetected phishing emails.
leverage Google Forms as a landing page to collect 4. Respond quickly to incidents
victims’ credentials. The forms masquerade as login
pages from more than 25 different companies, brands Further information on how to defend your organisation
and government agencies. from email phishing attacks can be found at:

https://www.ncsc.gov.uk/quidance/phishing

If you have been a victim of fraud or ActionFraud

. . . National Fraud & Cyber Crime Reporting Centre
cyber crime, report it to Action Fraud .2 0 rrand police.uk %
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