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Parcel Noftification Scams

THREAT

Criminals are targeting credit card numbers via fake delivery
notifications from national postal systems.

An increase in this type of attack has been seen in the UK since
2020 which looks to steal personal information from the victim,
specifically credit card numbers.

A total of 279,308 phishing URLs were detected between 1
December 2020 and 10 January 2021. The subjects of the emails
coax a sense of urgency, such as “There is an issue with your
package” or *Your package could not be delivered”.

@ro:‘ech« communities
ram ocjauw&ea( crime

NERSOU

NORTH EAST REGIONAL SPECIAL OPERATIONS UNIT

ADVICE

Think C.A.U.S.E to spot phishing emails. Don't click on untrusted links...

Current Events — Criminals often exploit current news stories, big events or specific times of year to
make their scam seem more relevant

Authority — Is the sender claiming to be from someone official (bank, doctor, mail service or
government)? Criminals often pretend to be important people or organisations to trick you into
doing what they want

Urgency — Are you told you have limited time to respond (24 hours for example) or immediately.
Criminals often threaten you with fines or other negative consequences

Scarcity — Is the message offering something in short supply (concert tickets, money or a cure for a
medical condition)? Fear of missing out on a good deal or opportunity can make you respond
quickly

Emotion - Does the message make you feel panicked, fearful, hopeful or curious? Criminals often

use threatening language, make false claims of support or tease you into to wanting to find out
more

If you have been a victim of fraud or ActionFraud

. . . National Fraud & Cyber Crime Reporting Centre
cyber crime, report it to Action Fraud . i raud police.uk %
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